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Web (ʧʲʨʚʦʥʘʯʘʣʥʦ ʬʠʟʠʯʝʩʢʠ ʠʟʧʲʣʥʝʥ ʢʘʪʦ HTTP ʩʲʨʚʲʨ, ʫʝʙ ʙʨʘʫʟʲʨ ʠ 
HTTP ʧʨʦʪʦʢʦʣ) ʩʝ ʨʘʞʜʘ ʩ ʦʧʨʝʜʝʣʝʥ ʥʘʙʦʨ ʦʪ ʦʪʣʠʯʠʪʝʣʥʠ ʢʘʯʝʩʪʚʘ. 
ʇʲʨʚʦʥʘʯʘʣʥʦ, ʩʠʛʫʨʥʦʩʪʪʘ ʥʝ ʝ ʝʜʥʦ ʦʪ ʪʝʟʠ ʢʘʯʝʩʪʚʘ. ʊʲʡ ʢʘʪʦ ʀʥʪʝʨʥʝʪ 
ʙʲʨʟʦ ʩʝ ʨʘʟʚʠ ʠ ʥʝʛʦʚʠʪʝ ʢʦʤʧʦʥʝʥʪʠ ʙʷʭʘ ʨʘʟʰʠʨʝʥʠ ʚ ʧʦʜʢʨʝʧʘ ʥʘ ʥʦʚʠ 
ʤʦʜʝʣʠ ʠ ʠʜʝʠ, ʩʪʘʥʘ ʥʝʦʙʭʦʜʠʤʦ ʜʘ ʩʝ ʨʘʟʛʣʝʜʘʪ ʟʘʱʠʪʥʠʪʝ ʩʚʦʡʩʪʚʘ ʥʘ 
Web, ʥʦ ʪʦʚʘ ʝ ʪʨʫʜʥʦ ʜʘ ʩʝ ʨʝʘʣʠʟʠʨʘ ʥʘʜʝʞʜʥʦ ʩ ʧʨʠʣʘʛʘʥʝ ʥʘ ʥʦʚʠ ʤʝʨʢʠ 
ʚ ʦʙʣʘʩʪʪʘ ʥʘ ʩʠʛʫʨʥʦʩʪʪʘ ʢʘʪʦ ʮʷʣʦ ʧʦʨʘʜʠ ʦʛʨʦʤʥʠʷ ʠʥʩʪʘʣʠʨʘʥ ʩʦʬʪʫʝʨ 
ʟʘ Web ʘʛʝʥʪʠ. ɺ ʩʣʫʯʘʡ ʥʘ ʧʨʠʣʘʛʘʥʝ ʥʘ ʧʘʪʯʦʚʝ ʙʠ ʟʘʧʦʯʥʘʣ ʧʨʦʮʝʩ ʥʘ 
ʧʨʝʜʣʦʛʝʥʠʷ ʟʘ ʪʷʭ ʦʪ ʩʲʱʠʪʝ ʪʝʟʠ, ʢʦʠʪʦ ʦʩʲʱʝʩʪʚʷʚʘʪ ʘʪʘʢʠʪʝ (ʧʦʣʠʪʠʢʘ Ăʩ 
ʝʜʥʘʢʲʚ ʧʨʦʠʟʭʦʜò).  

ʋʝʙ ʙʨʘʫʟʲʨʲʪ ʝ ʤʦʞʝ ʙʠ ʥʘʡ-ʢʨʠʪʠʯʥʠʷ ʟʘ ʩʠʛʫʨʥʦʩʪʪʘ ʢʦʤʧʦʥʝʥʪ ʚ 
ʠʥʬʦʨʤʘʮʠʦʥʥʘʪʘ ʠʥʬʨʘʩʪʨʫʢʪʫʨʘ. ʊʦʡ ʩʝ ʧʨʝʚʲʨʥʘ ʚ ʢʘʥʘʣ, ʯʨʝʟ ʢʦʡʪʦ 
ʤʠʥʘʚʘ ʧʦ-ʛʦʣʷʤʘʪʘ ʯʘʩʪ ʦʪ ʥʘʰʘʪʘ ʠʥʬʦʨʤʘʮʠʷ. ɹʘʥʢʠʨʘʥʝ, ʩʦʮʠʘʣʥʠ 
ʤʨʝʞʠ, ʧʘʟʘʨʫʚʘʥʝ, ʥʘʚʠʛʘʮʠʷ, ʢʘʨʪʦʚʠ ʧʣʘʱʘʥʠʷ, ʫʧʨʘʚʣʝʥʠʝ ʥʘ 
ʚʠʩʦʢʦʢʘʯʝʩʪʚʝʥʠ ʫʩʣʫʛʠ ʟʘ ʩʲʟʜʘʚʘʥʝ ʥʘ ʩʪʦʡʥʦʩʪ ʚ ʦʙʣʘʢʘ ʠ ʜʦʨʠ ʢʨʠʪʠʯʥʠ 
ʠʥʬʨʘʩʪʨʫʢʪʫʨʠ ʢʘʪʦ ʝʥʝʨʛʠʡʥʠ ʤʨʝʞʠ - ʧʦʯʪʠ ʚʩʷʢʘ ʜʝʡʥʦʩʪ, ʢʦʷʪʦ ʤʦʞʝʪʝ 
ʜʘ ʩʠ ʧʨʝʜʩʪʘʚʠʪʝ, ʩʝʛʘ ʩʝ ʠʟʚʲʨʰʚʘ ʚ ʨʘʤʢʠʪʝ ʥʘ ʧʨʦʟʦʨʝʮʘ ʥʘ ʙʨʘʫʟʲʨʘ. 
ʊʦʚʘ ʧʨʘʚʠ ʙʨʘʫʟʲʨʠʪʝ ʚʩʝ ʧʦ-ʠʥʪʝʨʝʩʥʘ ʮʝʣ ʟʘ ʢʠʙʝʨ-ʘʪʘʢʠ: ʦʙʝʤʲʪ ʥʘ ʫʝʙ-
ʙʘʟʠʨʘʥʠ ʘʪʘʢʠ ʩʝ ʫʚʝʣʠʯʠ ʩ 93% ʧʨʝʟ 2010 ʛ. ʚ ʩʨʘʚʥʝʥʠʝ ʩ 2009 ʛ., ʩ 40 ʤʣʥ. 
ʘʪʘʢʠ ʥʘ ʜʝʥ, ʟʘʧʠʩʘʥʠ ʟʘ ʩʝʧʪʝʤʚʨʠ 2010 ʛ. (Symantec Threat Report, 2010). 
ʄʥʦʛʦ ʧʦ-ʩʣʦʞʥʠ ʟʘʧʣʘʭʠ, ʢʘʪʦ ʥʘʧʨʠʤʝʨ DDoS ʘʪʘʢʠ, ʠʟʧʦʣʟʚʘʱʠ ʙʦʪʥʝʪ, 
ʨʘʟʯʠʪʘʪ ʥʘ ʧʨʦʧʫʩʢʠ ʚ ʫʝʙ ʙʨʘʫʟʲʨʠ, ʢʦʠʪʦ ʧʦʟʚʦʣʷʚʘʪ ʤʦʥʪʠʨʘʥʝʪʦ ʥʘ 
ʟʣʦʥʘʤʝʨʝʥ ʩʦʬʪʫʝʨ. ɼʦʨʠ ʘʢʦ ʦʩʥʦʚʥʘʪʘ ʧʨʠʯʠʥʘ ʝ ʜʨʫʛʘʜʝ, ʙʨʘʫʟʲʨʲʪ 
ʯʝʩʪʦ ʙʠ ʙʠʣ ʚ ʩʲʩʪʦʷʥʠʝ ʜʘ ʟʘʱʠʪʠ ʧʦʪʨʝʙʠʪʝʣʷ - ʥʘʧʨʠʤʝʨ ʚ ʙʦʨʙʘʪʘ 
ʩʨʝʱʫ ʬʠʰʠʥʛ, ʬʘʨʤʠʥʛ ʠ ʜʨ. 

ʉʲʱʥʦʩʪ ʥʘ ʧʨʦʙʣʝʤʘ 
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ʄʦʜʝʣ ʥʘ ʟʘʧʣʘʭʘʪʘ 

 ʉʲʱʝʩʪʚʫʚʘʪ ʪʨʠ ʪʠʧʘ ʟʘʧʣʘʭʠ ʟʘ ʫʝʙ ʧʨʠʣʦʞʝʥʠʷ: ʧʘʩʠʚʥʠ ʤʨʝʞʦʚʠ 
ʥʘʧʘʜʘʪʝʣʠ, ʘʢʪʠʚʥʠ ʤʨʝʞʦʚʠ ʥʘʧʘʜʘʪʝʣʠ ʠ ʥʝʩʲʚʲʨʰʝʥʥʠ ʫʝʙ ʨʘʟʨʘʙʦʪʯʠʮʠ. 
ɺʩʲʱʥʦʩʪ, ʠʤʘ ʜʚʘ ʜʨʫʛʠ ʢʣʘʩʘ ʟʘʧʣʘʭʠ: ʬʠʰʠʥʛ ʠ ʟʣʦʥʘʤʝʨʝʥ ʩʦʬʪʫʝʨ. 
ɿʘʧʣʘʭʠʪʝ ʤʦʛʘʪ ʜʘ ʙʲʜʘʪ ʨʘʟʜʝʣʝʥʠ ʥʘ ʘʜʨʝʩʠʨʘʥʠ ʠ ʥʝ ʘʜʨʝʩʠʨʘʥʠ. 
ʋʝʙ ʠʟʤʘʤʘʪʘ, ʠʟʚʝʩʪʥʘ ʩʲʱʦ ʢʘʪʦ "ʬʠʰʠʥʛ", ʝ ʝʜʥʘ ʟʥʘʯʠʤʘ ʬʦʨʤʘ ʥʘ ʠʥʪʝʨʥʝʪ 
ʧʨʝʩʪʲʧʣʝʥʠʷ, ʢʦʷʪʦ ʩʝ ʩʪʘʨʪʠʨʘ ʩʨʝʱʫ ʩʪʦʪʠʮʠ ʠʣʠ ʭʠʣʷʜʠ ʬʠʟʠʯʝʩʢʠ ʣʠʮʘ 
ʚʩʝʢʠ ʜʝʥ. ɺʩʝʢʠ ʘʪʘʢʫʚʘʥ ʩʘʡʪ ʤʦʞʝ ʜʘ ʩʝ ʠʟʧʦʣʟʚʘ ʟʘ ʠʟʤʘʤʘ ʥʘ ʩʪʦʪʠʮʠ ʠʣʠ 
ʭʠʣʷʜʠ ʞʝʨʪʚʠ ʠ ʝ ʚʝʨʦʷʪʥʦ, ʯʝ ʥʠʢʦʛʘ ʥʝ ʩʘ ʦʪʢʨʠʪʠ ʤʥʦʛʦ ʩʘʡʪʦʚʝ, 
ʧʨʝʜʠʟʚʠʢʚʘʱʠ ʪʘʢʠʚʘ ʘʪʘʢʠ. ʊʠʧʠʯʥʘʪʘ ʫʝʙ ʠʟʤʘʤʘ ʦʙʠʢʥʦʚʝʥʦ ʟʘʧʦʯʚʘ ʩ 
ʠʟʧʨʘʱʘʥʝ ʥʘ ʠ-ʤʝʡʣ ʜʦ ʛʨʫʧʘ ʦʪ ʥʠʱʦ ʥʝʧʦʜʦʟʠʨʘʱʠʪʝ ʞʝʨʪʚʠ. ʇʦʜʙʠʨʘʪ ʩʝ 
ʦʩʥʦʚʥʦ ʪʘʢʠʚʘ, ʢʦʠʪʦ ʩʘ ʦʙʷʚʠʣʠ ʧʨʦʙʣʝʤʠ ʩ ʧʨʦʬʠʣʘ ʩʠ ʚ ʩʘʡʪʦʚʝ ʟʘ ʝ-
ʊʲʨʛʦʚʠʷ ʠʣʠ ʜʨʫʛʠ ʧʦʜʦʙʥʠ. ʉʣʝʜʚʘʡʢʠ ʚʨʲʟʢʘʪʘ ʚ ʠ-ʤʝʡʣ ʩʲʦʙʱʝʥʠʝʪʦ 
ʞʝʨʪʚʠʪʝ ʥʘ ʩʧʫʬʠʥʛ ʘʪʘʢʘʪʘ ʩʝ ʩʚʲʨʟʚʘʪ ʩ ʧʦʜʤʝʥʝʥ ʩʘʡʪ. ʉʣʝʜ ʢʘʪʦ ʞʝʨʪʚʘʪʘ 
ʠʟʧʦʣʟʚʘ  ʩʚʦʠʪʝ ʧʦʪʨʝʙʠʪʝʣʩʢʦ ʠʤʝ ʠ ʧʘʨʦʣʘ, ʟʘ ʜʘ ʚʣʝʟʝ ʚ ʧʦʜʤʝʥʝʥʠʷ ʩʘʡʪ, 
ʧʨʝʩʪʲʧʥʠʢʲʪ ʨʘʟʧʦʣʘʛʘ ʩʲʩ ʪʷʭ, ʟʘ ʜʘ ʠʤʠʪʠʨʘ ʞʝʨʪʚʘʪʘ ʚ ʠʩʪʠʥʩʢʠʷ ʩʘʡʪ, ʟʘ  
ʧʦʪʝʥʮʠʘʣʥʦ ʪʝʛʣʝʥʝ ʥʘ ʧʘʨʠ ʦʪ ʩʤʝʪʢʘʪʘ ʥʘ ʞʝʨʪʚʘʪʘ ʠʣʠ ʧʨʠʯʠʥʷʚʘʥʝ ʥʘ ʜʨʫʛʠ 
ʚʨʝʜʠ. 
     ʇʨʝʟ ʧʦʩʣʝʜʥʠʪʝ ʥʷʢʦʣʢʦ ʛʦʜʠʥʠ ʬʫʥʢʮʠʦʥʘʣʥʦʩʪʠʪʝ ʥʘ ʢʣʠʝʥʪʘ ʥʘʨʘʩʪʥʘʭʘ 
ʟʥʘʯʠʪʝʣʥʦ ʩ ʚʲʚʝʞʜʘʥʝʪʦ ʥʘ ʥʦʚʠ ʧʨʠʣʦʞʥʠ ʠʥʪʝʨʬʝʡʩʠ (API). ʈʘʟʨʝʰʝʥʠʝ ʟʘ  
ʠʟʧʦʣʟʚʘʥʝ ʥʘ ʨʘʟʰʠʨʝʥʘ ʬʫʥʢʮʠʦʥʘʣʥʦʩʪ ʩʝ ʠʟʜʘʚʘ ʦʙʠʢʥʦʚʝʥʦ ʩ ʦʧʨʝʜʝʣʝʥʘ 
ʧʨʦʮʝʜʫʨʘ ʠ ʩʝ ʩʲʭʨʘʥʷʚʘ, ʜʦʢʘʪʦ ʥʝ ʙʲʜʝ ʦʪʤʝʥʝʥʘ ʦʪ ʧʦʪʨʝʙʠʪʝʣʷ. ʊʘʟʠ 
ʩʠʪʫʘʮʠʷ ʤʦʞʝ ʜʘ ʧʨʘʚʠ ʩʘʡʪʦʚʝ, ʢʦʠʪʦ ʩʘ ʧʨʠʜʦʙʠʣʠ ʪʘʢʠʚʘ ʧʨʠʚʠʣʝʛʠʠ, ʤʥʦʛʦ 
ʠʥʪʝʨʝʩʥʘ ʮʝʣʠ ʟʘ ʥʘʧʘʜʘʪʝʣʠʪʝ. 
     ʄʥʦʛʦ ʦʪ ʬʫʥʢʮʠʠʪʝ, ʦʧʨʝʜʝʣʝʥʠ ʚ ʩʧʝʮʠʬʠʢʘʮʠʠʪʝ, ʩʘ ʜʦʩʪʲʧʥʠ ʧʨʠ 
ʨʘʟʣʠʯʥʠ ʢʦʥʪʝʢʩʪʠ ʥʘ ʙʨʘʫʟʚʘʥʝ, ʚʢʣʶʯʠʪʝʣʥʦ ʪ.ʥ. Ăʧʷʩʲʯʥʘ ʢʫʪʠʷ (sandbox)ò 
ʠʣʠ ʯʘʩʪʝʥ ʢʦʥʪʝʢʩʪ ʥʘ ʙʨʘʫʟʲʨʘ. ɿʘ ʩʲʞʘʣʝʥʠʝ, ʪʘʢʠʚʘ ʩʧʝʮʠʬʠʢʘʮʠʠ ʥʝ ʩʘ 
ʚʠʥʘʛʠ ʷʩʥʦ ʦʧʨʝʜʝʣʷʪ ʪʦʯʥʦʪʦ ʧʦʚʝʜʝʥʠʝ ʥʘ ʬʫʥʢʮʠʦʥʘʣʥʦʩʪʠʪʝ.  
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ʋʝʙ ʧʨʦʙʠʚ 
ʋʩʪʨʦʡʩʪʚʘʪʘ, ʩ ʢʦʠʪʦ ʫʝʙ ʧʨʠʣʦʞʝʥʠʷʪʘ ʨʘʙʦʪʷʪ, ʩʘ ʤʥʦʛʦ ʨʘʟʥʦʦʙʨʘʟʥʠ, ʚʘʨʠʨʘʱʠ 

ʦʪ ʢʣʘʩʠʯʝʩʢʠ ʥʘʩʪʦʣʥʠ ʩʠʩʪʝʤʠ ʜʦ ʩʤʘʨʪʬʦʥʠ ʠʣʠ ʚʛʨʘʜʝʥʠ ʫʩʪʨʦʡʩʪʚʘ, ʢʘʪʦ ʠʛʨʦʚʠ 
ʢʦʥʟʦʣʠ ʠ ʪʝʣʝʚʠʟʦʨʠ. ɺʲʚ ʚʩʷʢʦ ʦʪ ʪʝʟʠ ʫʩʪʨʦʡʩʪʚʘ ʠʤʘ ʦʧʝʨʘʮʠʦʥʥʘ ʩʠʩʪʝʤʘ, ʢʦʡʪʦ 
ʤʦʞʝ ʜʘ ʩʲʜʲʨʞʘ ʢʦʥʪʨʦʣ ʟʘ ʩʠʛʫʨʥʦʩʪ ʟʘ ʢʦʥʢʨʝʪʥʠ ʦʧʝʨʘʮʠʠ, ʢʘʪʦ ʥʘʧʨʠʤʝʨ 
ʦʧʨʝʜʝʣʷʥʝ ʥʘ ʤʝʩʪʦʧʦʣʦʞʝʥʠʝʪʦ ʥʘ ʫʩʪʨʦʡʩʪʚʦʪʦ. ʀʟʚʲʨʰʚʘʥʝʪʦ ʥʘ ʥʷʢʦʣʢʦ 
ʧʨʦʚʝʨʢʠ ʟʘ ʩʠʛʫʨʥʦʩʪ ʤʦʞʝ ʜʘ ʙʲʜʝ ʧʨʦʙʣʝʤʘʪʠʯʥʦ ʠ  ʜʘ ʦʙʲʨʢʘ ʧʦʪʨʝʙʠʪʝʣʷ. ʆʩʚʝʥ 
ʪʦʚʘ, ʢʦʥʪʨʦʣʠʪʝ ʟʘ ʩʠʛʫʨʥʦʩʪ, ʦʧʨʝʜʝʣʝʥʠ ʚ ʩʧʝʮʠʬʠʢʘʮʠʠʪʝ, ʦʙʠʢʥʦʚʝʥʦ ʩʘ ʧʦ-
ʧʨʝʮʠʟʥʠ ʦʪ ʜʝʡʩʪʚʠʪʝʣʥʦ ʠʟʚʲʨʰʚʘʥʠʪʝ. 
    ɺ ʤʦʤʝʥʪʘ, ʪʘʢʘ ʥʘʨʝʯʝʥʠʪʝ ʫʝʙ ʧʨʦʙʠʚʠ ʩʘ ʥʘʡ-ʰʠʨʦʢʦ ʨʘʟʧʨʦʩʪʨʘʥʝʥʠ.  ʇʨʠ 
ʨʘʟʨʘʙʦʪʚʘʥʝʪʦ ʥʘ ʧʲʨʚʦʥʘʯʘʣʥʠʪʝ ʚʝʨʩʠʠ ʥʘ ʙʨʘʫʟʲʨʠʪʝ ʪʝ ʩʘ ʙʠʣʠ ʧʨʝʜʥʘʟʥʘʯʝʥʠ 
ʩʘʤʦ ʟʘ ʨʘʟʛʣʝʞʜʘʥʝ ʥʘ ʭʠʧʝʨʪʝʢʩʪʦʚʠ ʜʦʢʫʤʝʥʪʠ. ʌʫʥʢʮʠʦʥʘʣʥʦʩʪʪʘ ʠʤ ʥʝʧʨʝʢʲʩʥʘʪʦ 
ʩʝ ʫʚʝʣʠʯʘʚʘ, ʪʝ ʩʘ ʚʝʯʝ ʢʦʤʧʦʥʝʥʪ ʥʘ ʦʧʝʨʘʮʠʦʥʥʠʪʝ ʩʠʩʪʝʤʠ. ʋʩʧʦʨʝʜʥʦ ʩ ʪʦʚʘ 
ʨʘʟʚʠʪʠʝ ʚʲʟʥʠʢʚʘʪ ʤʥʦʞʝʩʪʚʦ ʧʨʦʙʣʝʤʠ ʩʲʩ ʩʠʛʫʨʥʦʩʪʪʘ ʥʘ ʠʟʧʦʣʟʚʘʥʠʪʝ 
ʪʝʭʥʦʣʦʛʠʠ, ʢʘʪʦ: ʜʦʧʲʣʥʠʪʝʣʥʠ ʤʦʜʫʣʠ (ʧʣʲʛʠʥʠ), ʝʣʝʤʝʥʪʠʪʝ ActiveX, Java 
ʧʨʠʣʦʞʝʥʠʷ, ʨʝʩʫʨʩʠ ʟʘ ʧʦʜʛʦʪʦʚʢʘʪʘ ʥʘ Java Sript, VBScript, PerlScript, Dynamic HTML 
ʠ ʧʨ. 
     ɺ ʨʝʟʫʣʪʘʪ ʦʪ ʧʦʜʜʨʲʞʢʘʪʘ ʥʘ ʪʝʟʠ ʪʝʭʥʦʣʦʛʠʠ ʥʝ ʩʘʤʦ ʦʪ ʙʨʘʫʟʲʨʠʪʝ, ʥʦ ʩʲʱʦ ʪʘʢʘ 
ʠ ʦʪ ʢʣʠʝʥʪʠ ʟʘ ʝʣʝʢʪʨʦʥʥʘ ʧʦʱʘ, ʩʝ ʧʦʷʚʷʚʘʪ ʛʦʣʷʤ ʙʨʦʡ ʚʠʨʫʩʠ ʚ ʧʦʱʘʪʘ, ʥʦ ʩʲʱʦ 
ʪʘʢʘ ʠ ʚʠʨʫʩʠ, ʟʘʨʘʟʷʚʘʱ HTML ʬʘʡʣʦʚʝʪʝ (ʚʥʝʜʨʝʥʠ ʚʲʚ VBScript ʧʨʠ ʠʟʧʦʣʟʚʘʥʝ ʥʘ 
ActiveX ʦʙʝʢʪʠ). ʉʲʱʦ ʪʘʢʘ ʩʘ ʧʦʣʫʯʠʣʠ ʛʦʣʷʤʦ ʨʘʟʧʨʦʩʪʨʘʥʝʥʠʝ ʪʨʦʷʥʩʢʠʪʝ ʢʦʥʝ. 
ʋʝʙ ʧʨʦʙʠʚʲʪ ʩʝ ʠʟʚʲʨʰʚʘ ʦʙʠʢʥʦʚʝʥʥʦ ʘʚʪʦʤʘʪʠʯʥʦ ʦʪ ʠʟʧʲʣʥʠʤʠ ʧʨʦʛʨʘʤʠ, ʢʦʠʪʦ, 
ʩʘ ʧʨʝʜʥʘʟʥʘʯʝʥʠ ʟʘ ʢʨʘʞʙʘ ʠʣʠ ʫʥʠʱʦʞʘʚʘʥʝ ʥʘ ʢʦʤʧʶʪʲʨʥʠ ʜʘʥʥʠ. ʊʝ ʤʦʛʘʪ ʜʘ 
ʙʲʜʘʪ ʠʥʩʪʘʣʠʨʘʥʠ ʥʘ ʢʣʠʝʥʪʩʢʠʷ ʢʦʤʧʶʪʲʨ, ʢʦʛʘʪʦ ʩʲʨʬʠʨʘʪʝ ʚ ʠʥʪʝʨʥʝʪ ʠ ʠʟʪʝʛʣʷʪʝ 
ʥʝʦʙʭʦʜʠʤʠʪʝ ʬʘʡʣʦʚʝ ʦʪ ʜʨʫʛʠ ʫʝʙ ʩʘʡʪʦʚʝ, ʠʣʠ ʥʘʡ-ʯʝʩʪʦ ʚ ICQ ʠʣʠ IRC ʩʝʩʠʠ. ʊʦʟʠ 
ʪʠʧ ʧʨʦʛʨʘʤʠ ʤʦʛʘʪ ʜʘ ʙʲʜʘʪ Java ʘʧʣʝʪʠ, ActiveX ʦʙʝʢʪʠ, Java Script, Visual Basic 
ʩʢʨʠʧʪʦʚʝ ʠʣʠ ʧʨʘʢʪʠʯʝʩʢʠ ʚʩʝʢʠ ʥʦʚ ʝʟʠʢ ʟʘ ʧʨʦʛʨʘʤʠʨʘʥʝ, ʧʨʝʜʥʘʟʥʘʯʝʥʠ ʟʘ ʜʠʟʘʡʥ 
ʥʘ ʫʝʙ ʩʪʨʘʥʠʮʠ.      
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ɹʠʩʢʚʠʪʢʠ 

ɽʜʥʘ ʦʪ ʦʧʘʩʥʦʩʪʠʪʝ ʟʘ ʪʨʘʬʠʢʘ ʚ ʤʨʝʞʘʪʘ ʩʘ ʪʘʢʘ ʥʘʨʝʯʝʥʠʪʝ 
"ʙʠʩʢʚʠʪʢʠ". ɺ  ʙʠʩʢʚʠʪʢʠʪʝ ʥʝ ʩʝ ʩʲʜʲʨʞʘʪ ʠʟʧʲʣʥʠʤʠ ʧʨʦʛʨʘʤʠ - ʩʘʤʠ ʧʦ 
ʩʝʙʝ ʩʠ ʪʝ ʥʝ ʤʦʛʘʪ  ʜʘ ʧʨʝʜʠʟʚʠʢʘʪ ʘʪʘʢʘ, ʥʦ ʪʝ ʩʲʜʲʨʞʘʪ ʧʦʚʝʨʠʪʝʣʥʘ 
ʠʥʬʦʨʤʘʮʠʷ ʟʘ ʥʘʚʠʮʠʪʝ ʥʘ ʢʣʠʝʥʪʠʪʝ. ɽʪʦ ʟʘʱʦ, ʪʝ ʙʠʭʴ ʤʦʛʘʪ ʜʘ ʙʲʜʘʪ 
ʧʨʦʯʝʪʝʥʠ ʦʪ ʜʨʫʛ ʩʘʡʪ ʯʨʝʟ ʩʧʝʮʠʘʣʥʦ ʥʘʧʨʘʚʝʥ ʩʢʨʠʧʪ ʠʣʠ ActiveX 
ʧʨʦʛʨʘʤʘ. 
Netscape Navigator ʦʩʲʱʝʩʪʚʠ ʧʦʜʧʦʜʜʨʲʞʢʘ ʥʘ "ʙʠʩʢʚʠʪʢʠʪʝ" ʟʘ ʧʲʨʚʠ ʧʲʪ 
ʚ ʩʚʦʷ ʙʨʘʫʟʲʨ ʚʝʨʩʠʷ 2.0, ʜʘʪʠʨʘʱ ʦʪ 1996 ʛ. ɹʠʩʢʚʠʪʢʠʪʝ ʧʨʝʜʣʦʞʠʭʘ 
ʤʝʭʘʥʠʟʲʤ, ʢʦʡʪʦ ʧʦʟʚʦʣʷʚʘ ʥʘ ʩʲʨʚʲʨʘ ʜʘ ʩʲʭʨʘʥʝʥʷʚʘ ʜʘʥʥʠ ʟʘ ʢʣʠʝʥʪʘ, 
ʢʘʢʪʦ ʠ ʘʚʪʦʤʘʪʠʯʥʦ ʠʟʚʠʢʚʘʥʝ (ʯʨʝʟ ʠʟʧʲʣʥʝʥʠʝʪʦ ʥʘ ʢʣʠʝʥʪʘ) ʥʘ ʠʩʢʘʥʝ ʟʘ 
ʦʧʨʝʜʝʣʝʥ ʜʦʤʝʡʥ ʠ URL ʧʲʪ. ʄʥʦʛʦ ʩʘʡʪʦʚʝ ʠʟʧʦʣʟʚʘʪ ʪʦʟʠ ʤʝʭʘʥʠʟʲʤ ʟʘ 
ʠʜʝʥʪʠʬʠʮʠʨʘʥʝ ʥʘ ʧʦʪʨʝʙʠʪʝʣʩʢʘ ʩʝʩʠʷ ʩʲʩ ʩʘʡʪʘ ʠ ʩʣʝʜ ʪʦʚʘ ʩʲʭʨʘʥʷʚʘʪ 
ʜʘʥʥʠ, ʘʥʘʣʦʛʠʯʥʠ ʥʘ  ʧʦʪʨʝʙʠʪʝʣʩʢʘ, ʩʚʲʨʟʘʥʠ ʩ "ʙʠʩʢʚʠʪʢʘʪʘ" 
ʠʜʝʥʪʠʬʠʢʘʪʦʨ. 
 

ɹʠʩʢʚʠʪʢʠʪʝ ʩʪʘʥʘʭʘ ʫʩʧʝʰʥʠ, ʟʘʱʦʪʦ ʪʝ ʩʘ ʧʦ-ʥʘʜʝʞʜʥʠ ʧʦʢʘʟʘʪʝʣʠ ʟʘ 
ʩʝʩʠʷ ʦʪ ʢʦʥʢʫʨʝʥʪʥʠʪʝ ʤʝʭʘʥʠʟʤʠ (ʢʘʪʦ ʩʲʩʪʦʷʥʠʝ ʥʘ ʩʝʩʠʷ ʚ URI ʠʣʠ 
ʩʲʜʲʨʞʘʥʠʝʪʦ ʥʘ  HTTP ʟʘʷʚʢʘʪʘ, ʢʦʠʪʦ ʠʟʠʩʢʚʘʪ, ʯʝ ʧʦʪʨʝʙʠʪʝʣʠʪʝ ʜʘ ʥʝ ʩʘ 
ʧʨʝʢʲʩʚʘʣʠ ʩʝʩʠʷʪʘ). 
 

ɿʘ ʜʘ ʩʝ ʛʘʨʘʥʪʠʨʘ, ʯʝ ʙʠʩʢʚʠʪʢʘʪʘ ʝ ʠʟʧʨʘʪʝʥʘ ʩʘʤʦ ʜʦ ʜʦʤʝʡʥʘ, ʦʪ ʢʦʡʪʦ 
ʧʨʦʠʟʭʦʞʜʘ, ʙʨʘʫʟʲʨʲʪ ʪʨʷʙʚʘ ʜʘ ʙʲʜʝ ʚ ʩʲʩʪʦʷʥʠʝ ʜʘ ʦʧʨʝʜʝʣʠ ʜʦʤʝʡʥʘ, 
ʩʚʲʨʟʘʥ ʩ ʥʝʡʥʠʷ ʫʥʠʢʘʣʝʥ ʧʨʦʠʟʭʦʜ.  
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ʇʨʠʥʮʠʧʠ ʥʘ ʋʝʙ-ʘʨʭʠʪʝʢʪʫʨʘʪʘ, ʩʚʲʨʟʘʥʠ ʩʲʩ 

ʩʠʛʫʨʥʦʩʪʪʘ (1) 
      ʇʨʝʜʩʪʘʚʠʪʝʣʥʠʪʝ ʫʝʙ ʨʝʩʫʨʩʠ ʯʝʩʪʦ ʩʝ ʬʦʨʤʠʨʘ ʦʪ ʩʲʜʲʨʞʘʥʠʝ, 
ʧʨʠʜʦʙʠʪʦ ʦʪ ʧʦʚʝʯʝ ʦʪ ʝʜʠʥ "ʜʦʤʝʡʥ" (ʩʨʝʜʘ, ʦʧʨʝʜʝʣʝʥʘ ʦʪ ʝʜʠʥ ʥʘʙʦʨ ʦʪ 
ʧʦʣʠʪʠʢʠ ʟʘ ʩʠʛʫʨʥʦʩʪ). ɺʟʘʠʤʦʜʝʡʩʪʚʠʷʪʘ ʤʝʞʜʫ ʪʝʟʠ ʯʘʩʪʠ ʦʪ ʩʲʜʲʨʞʘʥʠʝ 
ʪʨʷʙʚʘ ʜʘ ʩʝ ʦʪʨʘʙʦʪʚʘʪ ʚ ʪ.ʥ. "ʢʫʪʠʠ ʩ ʧʷʩʲʢ", ʟʘ ʜʘ ʩʝ ʧʨʝʜʦʪʚʨʘʪʠ 
ʚʲʟʤʦʞʥʦʩʪʪʘ ʥʘ ʩʲʜʲʨʞʘʥʠʝ ʦʪ ʝʜʠʥ ʜʦʤʝʡʥ ʜʘ ʧʨʠʯʠʥʷʚʘ ʧʨʦʙʣʝʤʠ ʥʘ 
ʩʲʜʲʨʞʘʥʠʝ ʦʪ ʜʨʫʛ  ʜʦʤʝʡʥ. 
      

     ʇʨʝʥʘʩʦʯʚʘʥʝʪʠ ʥʘ ʋʝʙ ʙʨʘʫʟʲʨ ʧʦʥʷʢʦʛʘ ʩʝ ʦʩʲʱʝʩʪʚʷʚʘ ʙʝʟ ʫʯʘʩʪʠʝʪʦ 
ʥʘ ʧʦʪʨʝʙʠʪʝʣʠʪʝ (ʥʘʧʨʠʤʝʨ, "ʙʠʩʢʚʠʪʢʠ"), ʢʦʝʪʦ ʤʦʞʝ ʜʘ ʜʦʚʝʜʝ ʜʦ 
ʥʝʦʯʘʢʚʘʥʠ ʧʦʩʣʝʜʠʮʠ. "ɹʠʩʢʚʠʪʢʠ"-ʪʝ ʩʘ ʝʜʥʘ ʩʧʦʜʝʣʝʥ ʢʣʠʝʥʪ-ʙʨʘʫʟʝʨʝʥ 
ʨʝʩʫʨʩ - ʝʜʠʥ ʩʘʡʪ ʤʦʞʝ ʜʘ ʠʟʚʠʢʘ ʙʠʩʢʚʠʪʢʘ, ʧʨʠʪʝʞʘʥʠʝ ʥʘ ʜʨʫʛ ʩʘʡʪ, ʧʨʠ 
ʢʦʝʪʦ ʧʦʩʣʝʜʥʠʷʪ ʤʦʞʝ ʜʘ ʚʲʟʧʨʠʝʤʝ ʪʦʚʘ ʢʘʪʦ ʟʘʷʚʢʘ ʥʘ ʘʫʪʝʥʪʠʬʠʮʠʨʘʥ 
ʧʦʪʨʝʙʠʪʝʣ. 

    

      ɼʘ ʩʝ ʩʤʝʥʠ ʩ ʧʨʝʩʪʲʧʥʘ ʮʝʣ ʠʜʝʥʪʠʯʥʦʩʪʪʘ ʥʘ ʋʝʙ ʩʘʡʪ ʝ ʦʪʥʦʩʠʪʝʣʥʦ 
ʣʝʩʥʦ (ʧʨʦʤʷʥʘ ʥʘ ʨʝʬʝʨʝʥʪʥʦʪʦ ʟʘʛʣʘʚʠʝ, ʬʘʣʰʠʬʠʮʠʨʘʥʝ ʥʘ DNS ʠ ʧʨ.). 
ʉʲʨʚʲʨʠʪʝ ʯʝʩʪʦ ʟʘʚʠʩʷʪ ʦʪ ʢʣʠʝʥʪʘ, ʟʘ ʜʘ ʠʜʝʥʪʠʬʠʮʠʨʘʪ ʟʘʧʠʪʚʘʥʝʪʦ, ʥʦ 
ʢʣʠʝʥʪʠʪʝ ʯʝʩʪʦ ʩʘ ʧʦʜʣʦʞʝʥʠ ʥʘ ʤʘʥʠʧʫʣʘʮʠʠ ʦʪ ʜʨʫʛʠ ʩʲʨʚʲʨʠ ʠ 
ʩʦʬʪʫʝʨʥʠ ʜʝʬʝʢʪʠ. ʅʝ ʚʩʠʯʢʠ ʢʣʠʝʥʪʠ ʩʘ ʩʧʦʩʦʙʥʠ ʜʘ ʩʣʝʜʷʪ ʢʦʨʝʢʪʥʦʩʪʪʘ 
ʥʘ ʧʨʦʛʨʘʤʥʦʪʦ ʩʠ ʦʩʠʛʫʨʷʚʘʥʝ. ʇʦʨʘʜʠ ʪʦʚʘ, ʪʨʷʙʚʘ ʜʘ ʩʝ ʠʟʧʦʣʟʚʘʪ 
ʘʫʪʝʥʪʠʢʘʮʠʦʥʥʠ ʧʨʦʪʦʢʦʣʠ, ʙʘʟʠʨʘʥʠ SSL ʩʝʨʪʠʬʠʢʘʪʠ ʟʘʚʝʨʢʘ ʠʣʠ IP 
ʟʘʱʠʪʘ ʥʘ DNS). 
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ʇʨʠʥʮʠʧʠ ʥʘ ʋʝʙ-ʘʨʭʠʪʝʢʪʫʨʘʪʘ, ʩʚʲʨʟʘʥʠ ʩʲʩ 

ʩʠʛʫʨʥʦʩʪʪʘ (2) 
     ʇʨʠ ʪʦʚʘ, ʥʝ ʩʝ ʠʟʠʩʢʚʘʪ ʦʪʜʝʣʥʠ ʩʪʲʧʢʠ ʦʪ ʩʪʨʘʥʘ ʥʘ ʧʦʪʨʝʙʠʪʝʣʷ, ʢʘʪʦ 
"ʩʚʘʣʷʥʝ", "ʠʥʩʪʘʣʠʨʘʥʝ" ʠ "ʠʟʧʲʣʥʝʥʠʝ". ʋʝʙ ʩʲʜʲʨʞʘʥʠʝʪʦ ʯʝʩʪʦ ʩʝ 
ʠʟʧʲʣʥʷʚʘ ʥʝʟʘʙʘʚʥʦ ʦʪ ʩʪʨʘʥʘ ʥʘ ʢʣʠʝʥʪʘ, ʙʝʟ ʜʘ ʜʘʚʘ ʥʘ ʧʦʪʨʝʙʠʪʝʣʷ 
ʚʲʟʤʦʞʥʦʩʪ ʜʘ ʦʜʦʙʨʠ ʜʦʩʪʲʧ ʜʦ ʯʫʚʩʪʚʠʪʝʣʥʠ ʠʣʠ ʦʛʨʘʥʠʯʝʥʠʪʝ ʨʝʩʫʨʩʠ 
ʥʘ ʢʣʠʝʥʪʘ (ʢʘʪʦ ʧʨʦʮʝʩʦʨʘ ʠ ʣʦʢʘʣʥʦ ʩʲʭʨʘʥʝʥʠʝ) 
     ɼʦʢʫʤʝʥʪʠʪʝ ʠʣʠ ʦʪʢʲʩʠʪʝ ʦʪ ʪʷʭ ʦʙʠʢʥʦʚʝʥʦ ʥʝ ʩʘ ʦʙʚʲʨʟʘʥʠ ʩ ʪʝʭʥʠʷ 
ʠʟʜʘʪʝʣ ʧʦ ʥʠʢʘʢʲʚ ʥʘʯʠʥ, ʪʘʢʘ ʯʝ ʜʘ ʤʦʛʘʪ ʜʘ ʙʲʜʘʪ ʧʨʦʚʝʨʝʥʠ ʚ ʤʨʝʞʘʪʘ 
(ʥʘʧʨʠʤʝʨ, ʯʨʝʟ ʦʧʝʨʘʪʠʚʥʦ ʩʲʚʤʝʩʪʠʤʠ ʢʨʠʧʪʦʛʨʘʬʠʠ) 
    

     ɾʝʣʘʥʠʪʝ ʩʚʦʡʩʪʚʘ ʥʘ ʩʠʛʫʨʥʦʩʪʪʘ ʥʘ ʫʝʙ ʠʟʠʩʢʚʘʪ: 
- ʝʜʠʥ ʋʝʙ ʘʛʝʥʪ ʥʝ ʪʨʷʙʚʘ ʜʘ ʠʤʘ ʧʨʝʢʦʤʝʨʥʦ ʜʦʚʝʨʠʝ ʟʘ ʧʨʘʚʠʣʥʦ 
ʧʦʚʝʜʝʥʠʝ ʥʘ ʮʝʣʠʷ ʢʣʘʩ ʫʝʙ ʘʛʝʥʪʠ ʧʨʠ ʩʧʦʜʝʣʷʥʝ ʥʘ ʨʝʩʫʨʩ; 
- ʚʲʟʤʦʞʥʦ ʝ ʜʘ ʩʝ ʩʚʲʨʞʝ ʝʜʠʥ ʩʣʦʡ ʥʘ ʫʝʙ ʧʨʦʪʦʢʦʣʘ ʩ ʜʨʫʛʠ ʩʣʦʝʚʝ (DNS 
IP ʘʜʨʝʩ ʩʣʝʜʚʘ ʜʘ ʙʲʜʝ ʩʚʲʨʟʘʥ ʩ IP ʘʜʨʝʩʘ ʥʘ SSL ʠ ʢʣʶʯʦʚʝʪʝ ʤʫ ʚ 
ʧʨʠʣʦʞʥʠʷ ʩʣʦʡ), ʪʘʢʘ ʯʝ, ʢʦʛʘʪʦ ʝ ʥʝʦʙʭʦʜʠʤʦ, ʪʝ ʜʘ ʥʝ ʤʦʛʘʪ ʜʘ ʙʲʜʘʪ 
ʨʘʟʜʝʣʝʥʠ; 
- ʚʲʟʤʦʞʥʦ ʝ ʜʘ ʩʝ ʟʘʨʝʜʷʪ ʠʣʠ ʚʛʨʘʜʷʪ ʚʩʠʯʢʠ ʫʝʙ ʨʝʩʫʨʩʠ ʦʪ ʤʥʦʞʝʩʪʚʦ 
ʜʦʤʝʡʥʠ ʟʘ ʩʠʛʫʨʥʦʩʪ ʧʦ ʝʜʠʥ ʧʦʩʣʝʜʦʚʘʪʝʣʝʥ ʥʘʯʠʥ - ʟʘ ʨʘʟʣʠʢʘ ʦʪ 
ʩʝʛʘʰʥʘʪʘ ʩʠʪʫʘʮʠʷ, ʢʲʜʝʪʦ ʠʟʦʙʨʘʞʝʥʠʷʪʘ ʠ CSS ʥʝ ʩʘ ʧʨʝʜʤʝʪ ʥʘ ʧʦʣʠʪʠʢʘ 
ʦʪ ʝʜʠʥ ʠ ʩʲʱ ʧʨʦʠʟʭʦʜ ʠ ʢʦʛʘʪʦ ʩʢʨʠʧʪʦʚʝ ʤʦʛʘʪ ʜʘ ʙʲʜʘʪ ʜʠʥʘʤʠʯʥʦ 
ʜʦʙʘʚʝʥʠ ʢʲʤ ʩʪʨʘʥʠʮʘ (ʯʨʝʟ <script src=.../> tag), ʙʝʟ ʜʘ ʧʨʠʥʘʜʣʝʞʘʪ ʥʘ 
ʧʦʣʠʪʠʢʘ ʩʲʩ ʩʲʱʠʷ ʧʨʦʠʟʭʦʜ.  
 
 



ɼʠʩʮʠʧʣʠʥʘ ñʉʠʩʪʝʤʠ ʟʘ ʩʠʛʫʨʥʦʩʪò 

ʇɻ ʧʦ ʂʦʤʧʶʪʲʨʥʠ ʊʝʭʥʦʣʦʛʠʠ ʠ ʉʠʩʪʝʤʠ - ʇʨʘʚʝʮ 

ʇʨʠʥʮʠʧʠ ʥʘ ʋʝʙ-ʘʨʭʠʪʝʢʪʫʨʘʪʘ, ʩʚʲʨʟʘʥʠ ʩʲʩ 

ʩʠʛʫʨʥʦʩʪʪʘ (3) 
   ʅʘʨʝʜ ʩ ʤʥʦʞʝʩʪʚʦʪʦ ʩʪʘʥʜʘʨʪʠ ʟʘ ʤʨʝʞʦʚʘ ʩʠʛʫʨʥʦʩʪ ʠ ʩʧʝʮʠʬʠʯʥʠ ʟʘ Web-ʧʨʠʣʦʞʝʥʠʷʪʘ, ʩʝ 

ʧʦʷʚʷʚʘʪ ʠ ʥʦʚʠ ʨʘʟʨʘʙʦʪʢʠ, ʙʘʟʠʨʘʥʠ ʥʘ ʩʝʤʘʥʪʠʢʘʪʘ ʥʘ ʢʦʤʫʥʠʢʘʮʠʷʪʘ ʠ ʢʦʥʪʝʢʩʪʘ ʥʘ 

ʩʲʦʙʱʝʥʠʷʪʘ. ʇʨʠʤʝʨ ʟʘ ʪʘʢʘʚʘ ʨʘʟʨʘʙʦʪʢʘ ʝ ʧʨʦʝʢʪʘ ʟʘ Semantic Firewall. ʊʦʡ ʩʝ ʧʨʝʜʩʪʘʚʷ ʢʘʪʦ 

ʫʩʣʫʛʘ, ʨʘʙʦʪʝʱʘ ʟʘʝʜʥʦ ʩ ʪʨʘʜʠʮʠʦʥʥʠʪʝ ʟʘʱʠʪʥʠ ʩʪʝʥʠ, ʢʘʪʦ ʦʪʯʠʪʘ ʢʦʥʪʝʢʩʪʘ ʥʘ ʚʭʦʜʷʱʠʪʝ ʠ 

ʠʟʭʦʜʷʱʠ ʩʲʦʙʱʝʥʠʷ, ʢʘʢʪʦ ʠ ʩʝʤʘʥʪʠʢʘʪʘ ʥʘ ʧʦʩʣʝʜʦʚʘʪʝʣʥʦʩʪʪʘ ʠʤ ʢʘʪʦ ʨʘʟʛʦʚʦʨ. 

ʇʨʝʜʠʤʩʪʚʦʪʦ ʥʘ ʪʘʟʠ ʨʘʟʨʘʙʦʪʢʘ ʝ, ʯʝ ʩʝ ʠʥʪʝʛʨʠʨʘ ʩ ʤʦʜʝʨʥʠʪʝ ʥʘʩʦʢʠ ʚ ʨʘʟʨʘʙʦʪʢʘʪʘ ʥʘ Web-

ʧʨʠʣʦʞʝʥʠʷ, ʢʘʪʦ ʦʧʠʩʘʥʠʝ ʥʘ ʙʠʟʥʝʩ ʧʨʦʮʝʩʠʪʝ, ʧʦʪʦʢʘ ʥʘ ʨʘʙʦʪʘ ʥʘ ʫʩʣʫʛʠʪʝ, ʚʟʘʠʤʦʜʝʡʩʪʚʠʝʪʦ 

ʠ ʦʥʪʦʣʦʛʠʷʪʘ ʠʤ. 

    ɼʨʫʛʦ ʤʦʜʝʨʥʦ ʩʨʝʜʩʪʚʦ ʟʘ ʦʩʠʛʫʨʷʚʘʥʝ ʥʘ ʟʘʱʠʪʘ ʧʨʠ Web-ʧʨʠʣʦʞʝʥʠʷʪʘ ʧʨʝʜʩʪʘʚʣʷʚʘ XML 

ʟʘʱʠʪʥʘʪʘ ʩʪʝʥʘ. ʎʝʣʪʘ ʥʘ ʟʘʱʠʪʥʘʪʘ ʩʪʝʥʘ ʦʪ ʪʦʟʠ ʪʠʧ ʝ ʜʘ ʠʟʚʲʨʰʚʘ ʬʠʣʪʨʠʨʘʥʝ ʥʘ XML 

ʩʲʦʙʱʝʥʠʷʪʘ, ʘʥʘʣʠʟʠʨʘʡʢʠ ʩʲʜʲʨʞʘʥʠʝʪʦ ʠʤ ʠ ʧʨʠʣʘʛʘʡʢʠ ʧʨʝʜʚʘʨʠʪʝʣʥʦ ʟʘʜʘʜʝʥʠ ʧʨʘʚʠʣʘ ʟʘ 

ʢʦʥʪʨʦʣ ʥʘ ʜʦʩʪʲʧʘ. ɼʘʜʝʥ ʢʣʠʝʥʪ ʠʣʠ ʧʨʠʣʦʞʝʥʠʝ ʤʦʞʝ ʜʘ ʠʟʚʲʨʰʠ ʜʦʩʪʲʧ ʜʦ ʜʘʜʝʥʘ ʫʩʣʫʛʘ 

ʩʘʤʦ ʘʢʦ ʩʲʱʝʩʪʚʫʚʘ ʧʨʘʚʠʣʦ, ʢʦʝʪʦ ʧʦʟʚʦʣʷʚʘ ʪʦʚʘ ʠ ʩʲʜʲʨʞʘʥʠʝʪʦ ʥʘ ʩʲʦʙʱʝʥʠʝʪʦ ʩʝ ʩʯʠʪʘ ʟʘ 

ʙʝʟʦʧʘʩʥʦ ʟʘ ʧʨʠʣʦʞʝʥʠʝʪʦ. ʊʦʟʠ ʪʠʧ ʟʘʱʠʪʘ ʠʤʘ ʩʣʝʜʥʠʪʝ ʧʨʝʜʠʤʩʪʚʘ: 

Åʧʨʘʚʠʣʘʪʘ ʟʘ ʢʦʥʪʨʦʣ ʥʘ ʜʦʩʪʲʧʘ ʩʝ ʩʲʭʨʘʥʷʚʘʪ ʮʝʥʪʨʘʣʠʟʠʨʘʥʦ ʠ ʩʣʝʜʦʚʘʪʝʣʥʦ ʩʘ ʣʝʩʥʠ ʟʘ 

ʘʜʤʠʥʠʩʪʨʠʨʘʥʝ; 

Åʩʲʙʠʨʘʥʝ ʥʘ ʞʫʨʥʘʣʥʘ ʠʥʬʦʨʤʘʮʠʷ ʟʘ ʚʭʦʜʷʱʠ ʠ ʠʟʭʦʜʷʱʠ ʩʲʦʙʱʝʥʠʷ; 

Åʤʦʞʝ ʜʘ ʙʲʜʘʪ ʢʦʤʙʠʥʠʨʘʥʠ ʩʲʩ ʩʠʩʪʝʤʘ ʟʘ ʦʪʢʨʠʚʘʥʝ ʥʘ ʥʘʨʫʰʠʪʝʣʠ; 

Åʜʦʙʘʚʷʥʝʪʦ ʥʘ ʥʦʚʦ ʧʨʠʣʦʞʝʥʠʝ ʝ ʣʝʩʥʦ, ʧʨʦʩʪʦ ʩʝ ʜʦʙʘʚʷʪ ʥʦʚʠ ʧʨʘʚʠʣʘ; ʜʦʙʘʚʷʥʝʪʦ ʥʘ ʥʦʚ 

ʧʦʪʨʝʙʠʪʝʣ ʠʟʠʩʢʚʘ ʜʦʙʘʚʷʥʝ ʥʘ ʧʨʘʚʠʣʦ ʚ ʩʲʦʪʚʝʪʥʠʷ ʥʘʙʦʨ. 

ɺʲʟʤʦʞʥʠ ʥʝʜʦʩʪʘʪʲʮʠ ʥʘ ʧʦʜʭʦʜʘ ʩ XML ʟʘʱʠʪʥʘ ʩʪʝʥʘ ʩʘ: ʟʘʚʠʩʠʤʦʩʪ ʥʘ ʝʬʝʢʪʠʚʥʦʩʪʪʘ ʥʘ 

ʧʨʠʣʦʞʝʥʠʷʪʘ ʦʪ ʥʘʪʦʚʘʨʚʘʥʝʪʦ ʥʘ ʟʘʱʠʪʥʘʪʘ ʩʪʝʥʘ; ʨʘʟʯʠʪʘ ʩʝ ʥʘ ʩʠʛʫʨʥʦʩʪʪʘ ʥʘ ʦʧʝʨʘʮʠʦʥʥʘʪʘ 

ʩʠʩʪʝʤʘ, ʥʘ ʢʦʷʪʦ ʩʝ ʠʟʧʲʣʥʷʚʘ ʟʘʱʠʪʥʘʪʘ ʩʪʝʥʘ. 

 



ɼʠʩʮʠʧʣʠʥʘ ñʉʠʩʪʝʤʠ ʟʘ ʩʠʛʫʨʥʦʩʪò 

ʇɻ ʧʦ ʂʦʤʧʶʪʲʨʥʠ ʊʝʭʥʦʣʦʛʠʠ ʠ ʉʠʩʪʝʤʠ - ʇʨʘʚʝʮ 

ʉʪʘʥʜʘʨʪʠ, ʩʚʲʨʟʘʥʠ ʩ ʋʝʙ-ʩʠʛʫʨʥʦʩʪʪʘ (1) 

 

 

    ʉʪʘʥʜʘʨʪʠʪʝ, ʢʦʠʪʦ ʨʝʛʣʘʤʝʥʪʠʨʘʪ ʙʨʘʫʟʝʨʠʪʝ, ʩʲʦʪʚʝʪʥʦ ʪʷʭʥʘʪʘ ʩʠʛʫʨʥʦʩʪ, ʚ 

ʤʦʤʝʥʪʘ ʩʘ ʚ ʧʨʦʮʝʩ ʥʘ ʦʩʥʦʚʥʘ ʪʨʘʥʩʬʦʨʤʘʮʠʷ. ɿʘ ʜʘ ʩʝ ʩʲʦʙʨʘʟʷʪ ʥʦʚʦʚʲʚʝʜʝʥʠʷ ʚ 

ʫʝʙ ʧʨʠʣʦʞʝʥʠʷʪʘ ʩ ʥʦʚʠʪʝ ʙʠʟʥʝʩ ʤʦʜʝʣʠ ʚ ʤʦʤʝʥʪʘ ʩʝ ʨʘʟʨʘʙʦʪʚʘ ʢʦʤʧʣʝʢʩ ʦʪ ʥʦʚʠ 

ʩʪʘʥʜʘʨʪʠ. ʊʝ ʚʢʣʶʯʚʘʪ ʫʩʲʚʲʨʰʝʥʩʪʚʘʥʝ ʥʘ HTML (HTML5), ʢʦʤʫʥʠʢʘʮʠʦʥʥʠ 

ʩʪʘʥʜʘʨʪʠ, ʢʘʪʦ CORS ʠ XHR, ʩʪʘʥʜʘʨʪʠ ʟʘ ʜʦʩʪʲʧ ʜʦ ʧʨʦʩʪʨʘʥʩʪʚʝʥʠ ʜʘʥʥʠ, 

ʧʘʢʝʪʠʨʘʥʠ ʩʘʤʦʩʪʦʷʪʝʣʥʠ ʧʨʠʣʦʞʝʥʠʷ (widgets). 

       

      ʉʧʝʮʠʬʠʢʘʮʠʷʪʘ CORS ʦʧʨʝʜʝʣʷ ʤʝʭʘʥʠʟʲʤ, ʢʦʡʪʦ ʜʘ ʧʦʟʚʦʣʠ ʧʦʨʲʯʢʘ ʦʪ ʢʣʠʝʥʪʘ 

ʩ ʢʨʲʩʪʦʩʘʥ ʧʨʦʠʟʭʦʜ.  

      

     ʉʧʝʮʠʬʠʢʘʮʠʠʪʝ HSTS ʦʧʨʝʜʝʣʷʪ ʤʝʭʘʥʠʟʲʤ, ʢʦʡʪʦ ʧʦʟʚʦʣʷʚʘ ʥʘ ʫʝʙ ʩʘʡʪʦʚʝʪʝ ʜʘ 

ʜʝʢʣʘʨʠʨʘʪ ʩʚʦʷʪʘ ʜʦʩʪʲʧʥʦʩʪ ʩʘʤʦ ʯʨʝʟ ʩʠʛʫʨʥʠ ʚʨʲʟʢʠ ʠ / ʠʣʠ ʟʘ ʧʦʪʨʝʙʠʪʝʣʠʪʝ, 

ʢʦʠʪʦ ʩʘ ʩʧʦʩʦʙʥʠ ʩʘʤʠ ʜʘ ʥʘʩʦʯʚʘʪ ʩʚʦʠʪʝ ʧʦʪʨʝʙʠʪʝʣʩʢʠ ʘʛʝʥʪʠ, ʟʘ ʜʘ 

ʚʟʘʠʤʦʜʝʡʩʪʚʘʪ ʩ ʜʘʜʝʥʠ ʩʘʡʪʦʚʝ ʩʘʤʦ ʯʨʝʟ ʩʠʛʫʨʥʠ ʚʨʲʟʢʠ. ʊʘʟʠ ʦʙʱʘ ʧʦʣʠʪʠʢʘ ʩʝ 

ʥʘʨʠʯʘ ĂHTTP ʩʪʨʦʛʘ ʪʨʘʥʩʧʦʨʪʥʘ ʩʠʛʫʨʥʦʩʪò (HSTS - HTTP Strict Transport Security). 

ʇʦʣʠʪʠʢʘʪʘ ʩʝ ʦʙʷʚʷʚʘ ʦʪ ʫʝʙ ʩʘʡʪʦʚʝʪʝ ʯʨʝʟ HSTS ʭʝʜʝʨʘ ʟʘ ʦʪʛʦʚʦʨ ʠ / ʠʣʠ ʯʨʝʟ 

ʜʨʫʛʠ ʩʨʝʜʩʪʚʘ, ʥʘʧʨʠʤʝʨ, ʢʦʥʬʠʛʫʨʘʮʠʷʪʘ ʥʘ ʧʦʪʨʝʙʠʪʝʣʩʢʠʷ ʘʛʝʥʪ. 

       

    ʇʦʣʠʪʠʢʘʪʘ ʩʝ ʩʲʦʙʱʘʚʘ ʦʪ ʩʲʨʚʲʨʘ ʥʘ ʧʦʪʨʝʙʠʪʝʣʩʢʠʷ ʘʛʝʥʪ ʯʨʝʟ ʧʦʣʝʪʦ ʟʘ 

ʦʪʛʦʚʦʨ ʥʘ HTTP ʭʝʜʲʨʘ, ʥʘʨʝʯʝʥʦ "ʩʪʨʠʢʪʥʘ ʪʨʘʥʩʧʦʨʪʥʘ ʩʠʛʫʨʥʦʩʪ". ʇʦʣʠʪʠʢʘʪʘ 

ʦʧʨʝʜʝʣʷ ʧʝʨʠʦʜ ʦʪ ʚʨʝʤʝ, ʧʨʝʟ ʢʦʝʪʦ ʧʦʪʨʝʙʠʪʝʣʩʢʠʷʪ ʘʛʝʥʪ ʠʤʘ ʜʦʩʪʲʧ ʜʦ ʩʲʨʚʲʨʘ 

ʝʜʠʥʩʪʚʝʥʦ ʯʨʝʟ ʩʠʛʫʨʝʥ ʥʘʯʠʥ.  
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ʉʪʘʥʜʘʨʪʠ, ʩʚʲʨʟʘʥʠ ʩ ʋʝʙ-ʩʠʛʫʨʥʦʩʪʪʘ (2) 

 

 

 

    HSTS ʧʦʣʠʪʠʢʘʪʘ ʧʦʤʘʛʘ ʟʘ ʟʘʱʠʪʘ ʥʘ ʧʦʪʨʝʙʠʪʝʣʠʪʝ ʥʘ ʩʪʨʘʥʠʮʘʪʘ ʩʨʝʱʫ ʥʷʢʦʠ 
ʧʘʩʠʚʥʠ (ʧʦʜʩʣʫʰʚʘʥʝ) ʠ ʘʢʪʠʚʥʠ ʤʨʝʞʦʚʠ ʘʪʘʢʠ. ʅʘʧʘʜʘʪʝʣʷʪ ʠʤʘ ʟʥʘʯʠʪʝʣʥʦ 
ʥʘʤʘʣʝʥʘ ʩʧʦʩʦʙʥʦʩʪ ʜʘ ʩʝ ʥʘʤʝʩʠ ʚ ʟʘʷʚʢʠ ʠ ʦʪʛʦʚʦʨʠ ʤʝʞʜʫ ʧʦʣʟʚʘʪʝʣʷ ʠ 
ʠʥʪʝʨʥʝʪ ʩʪʨʘʥʠʮʘʪʘ, ʢʦʛʘʪʦ ʙʨʘʫʟʲʨʲʪ ʥʘ ʧʦʪʨʝʙʠʪʝʣʷ ʠʤʘ HSTS, ʨʘʙʦʪʝʱʠ ʟʘ 
ʪʦʟʠ ʩʘʡʪ. 
     ʅʘʡ-ʚʘʞʥʘʪʘ ʫʷʟʚʠʤʦʩʪ, ʢʦʷʪʦ ʤʦʞʝ ʜʘ HSTS ʝ SSL-ʠʟʪʦʯʚʘʥʝʪʦ. ʊʦ ʨʘʙʦʪʠ 
ʯʨʝʟ ʧʨʦʟʨʘʯʥʦ ʢʦʥʚʝʨʪʠʨʘʥʝ ʥʘ ʟʘʱʠʪʝʥʘʪʘ ʚʨʲʟʢʘ HTTPS ʚ ʦʙʠʢʥʦʚʝʥʘ HTTP 
ʚʨʲʟʢʘ. ʇʦʪʨʝʙʠʪʝʣʷʪ ʤʦʞʝ ʜʘ ʩʝ ʚʠʜʠ, ʯʝ ʚʨʲʟʢʘʪʘ ʝ ʥʝʩʠʛʫʨʥʦ, ʥʦ ʥʷʤʘ ʥʘʯʠʥ 
ʜʘ ʨʘʟʙʝʨʝ, ʜʘʣʠ ʚʨʲʟʢʘʪʘ ʪʨʷʙʚʘ ʜʘ ʙʲʜʝ ʟʘʱʠʪʝʥʘ. ʄʥʦʛʦ ʫʝʙ-ʩʘʡʪʦʚʝ ʥʝ 
ʠʟʧʦʣʟʚʘʪ SSL, ʟʘʪʦʚʘ ʥʷʤʘ ʥʘʯʠʥ ʜʘ ʩʝ ʟʥʘʝ (ʧʨʝʜʚʘʨʠʪʝʣʥʦ ʧʦʟʥʘʚʘʥʝ), ʜʘʣʠ 
ʠʟʧʦʣʟʚʘʥʝʪʦ ʥʘ ʦʙʠʢʥʦʚʝʥ HTTP ʩʝ ʜʲʣʞʠ ʥʘ ʘʪʘʢʘ ʠʣʠ ʧʨʦʩʪʦ ʟʘʱʦʪʦ ʩʘʡʪʲʪ ʥʝ 
ʝ ʠʟʧʲʣʥʠʣ SSL. 

   HSTS ʨʝʰʘʚʘ ʪʦʟʠ ʧʨʦʙʣʝʤ, ʢʘʪʦ ʠʥʬʦʨʤʠʨʘ ʙʨʘʫʟʲʨʘ, ʯʝ ʚʨʲʟʢʠʪʝ ʥʘ ʩʘʡʪʘ  
ʪʨʷʙʚʘ ʜʘ ʠʟʧʦʣʟʚʘʪ SSL. ʈʘʟʙʠʨʘ ʩʝ, ʭʝʜʲʨʘ ʥʘ HSTS ʤʦʞʝ ʜʘ ʙʲʜʝ ʧʨʝʤʘʭʥʘʪ ʦʪ 
ʥʘʧʘʜʘʪʝʣʷ, ʘʢʦ ʪʦʚʘ ʝ ʧʲʨʚʦʪʦ ʧʦʩʝʱʝʥʠʝ ʥʘ ʧʦʪʨʝʙʠʪʝʣʷ. Chrome ʩʝ ʦʧʠʪʚʘ ʜʘ 
ʦʛʨʘʥʠʯʠ ʪʦʟʠ ʧʨʦʙʣʝʤ, ʢʘʪʦ ʚʢʣʶʯʚʘ ʢʦʜʠʨʘʥ ʩʧʠʩʲʢ ʥʘ HSTS ʩʘʡʪʦʚʝʪʝ. ɿʘ 
ʩʲʞʘʣʝʥʠʝ, ʪʦʚʘ ʨʝʰʝʥʠʝ ʥʝ ʤʦʞʝ ʜʘ ʩʝ ʤʘʱʘʙʠʨʘ, ʢʘʪʦ ʩʝ ʚʢʣʶʯʘʪ ʚʩʠʯʢʠ 
ʩʘʡʪʦʚʝ ʚ ʠʥʪʝʨʥʝʪ, ʧʦ-ʨʘʙʦʪʝʱʦ ʨʝʰʝʥʠʝ ʤʦʞʝ ʜʘ ʩʝ ʧʦʩʪʠʛʥʝ ʯʨʝʟ ʚʢʣʶʯʚʘʥʝ 
ʥʘ HSTS ʜʘʥʥʠ ʚʲʪʨʝ DNS ʟʘʧʠʩʠ, ʢʘʢʪʦ ʠ ʜʦʩʪʲʧ ʜʦ ʪʷʭ ʩʠʛʫʨʥʦ ʯʨʝʟ DNSSEC.  
     

    ʉʧʝʮʠʬʠʢʘʮʠʷʪʘ HTML5 ʦʧʨʝʜʝʣʷ 5-ʪʘ ʚʝʨʩʠʷ ʥʘ ʦʩʥʦʚʥʠʷ ʝʟʠʢ ʥʘ World Wide 
Web: Hypertext Markup Language (HTML). ɺ ʪʘʟʠ ʚʝʨʩʠʷ, ʩʘ ʚʲʚʝʜʝʥʠ ʥʦʚʠ 
ʬʫʥʢʮʠʠ, ʟʘ ʜʘ ʩʝ ʧʦʤʦʛʥʝ ʥʘ ʘʚʪʦʨʠʪʝ ʥʘ ʫʝʙ ʧʨʠʣʦʞʝʥʠʝ, ʚʲʚʝʜʝʥʠ ʩʘ ʥʦʚʠ 
ʝʣʝʤʝʥʪʠ ʥʘ ʙʘʟʘʪʘ ʥʘ ʥʘʫʯʥʠ ʠʟʩʣʝʜʚʘʥʠʷ ʚ ʧʨʝʦʙʣʘʜʘʚʘʱʠʪʝ ʧʨʘʢʪʠʢʠ ʟʘ 
ʘʚʪʦʨʩʪʚʦ, ʢʘʪʦ ʦʩʦʙʝʥʦ ʚʥʠʤʘʥʠʝ ʝ ʦʪʜʝʣʝʥʦ ʥʘ ʦʧʨʝʜʝʣʷʥʝ ʥʘ ʷʩʥʠ ʢʨʠʪʝʨʠʠ ʟʘ 
ʩʲʦʪʚʝʪʩʪʚʠʝ ʟʘ ʧʦʪʨʝʙʠʪʝʣʩʢʠʪʝ ʘʛʝʥʪʠ. 
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ʉʪʘʥʜʘʨʪʠ, ʩʚʲʨʟʘʥʠ ʩ ʋʝʙ-ʩʠʛʫʨʥʦʩʪʪʘ (3) 

 
 

      ʅʦʚʠʪʝ ʬʫʥʢʮʠʦʥʘʣʥʦʩʪʠ, ʚʲʚʝʜʝʥʠ ʚ ʩʧʝʮʠʬʠʢʘʮʠʷʪʘ ʥʘ HTML5 ʧʦʟʚʦʣʷʚʘʪ ʜʘ ʩʝ 
ʦʨʛʘʥʠʟʠʨʘʪ Ăʢʫʪʠʠ ʩ ʧʷʩʲʢò ʥʘ ʚʛʨʘʜʝʥʘʪʘ ʨʘʤʢʘ. ʊʝ ʥʘʣʘʛʘ ʦʛʨʘʥʠʯʝʥʠʷ ʚʲʨʭʫ ʮʷʣʦʪʦ 
ʩʲʜʲʨʞʘʥʠʝ ʚ ʨʘʤʢʘʪʘ. ʉʧʝʮʠʬʠʯʥʠʪʝ ʦʩʦʙʝʥʦʩʪʠ ʠ ʧʦʩʣʝʜʠʮʠʪʝ ʦʪ Ăʢʫʪʠʠʪʝ ʩ ʧʷʩʲʢò 
ʩʘ ʯʘʩʪ ʦʪ ʘʥʘʣʠʟʘ ʥʘ ʩʠʛʫʨʥʦʩʪʪʘ. 
     ɼʚʘʪʘ ʬʫʥʢʮʠʦʥʘʣʥʠ ʙʣʦʢʘ ʚʲʪʨʝ ʚ ʧʨʦʟʦʨʝʮʘ (ʦʙʨʘʙʦʪʢʘ ʥʘ ʩʲʙʠʪʠʷ DOM (ʦʙʝʢʪʝʥ 
ʤʦʜʝʣ ʥʘ ʜʦʢʫʤʝʥʪʘ)) ʧʨʝʜʩʪʘʚʣʷʚʘʪ ʜʚʘʪʘ "ʢʨʘʡʲʛʲʣʥʠ ʢʘʤʲʢʘò ʥʘ ʬʫʥʢʮʠʦʥʘʣʥʦʩʪ 
ʥʘ ʜʠʥʘʤʠʯʥʠʪʝ ʫʝʙ ʩʪʨʘʥʠʮʠ. ʆʙʨʘʙʦʪʢʘʪʘ ʥʘ ʩʲʙʠʪʠʷ ʩʝ ʠʟʧʦʣʟʚʘ ʰʠʨʦʢʦ, ʟʘ ʜʘ ʩʝ 
ʨʝʛʠʩʪʨʠʨʘʪ ʦʙʨʘʙʦʪʢʠʪʝ ʟʘ ʢʦʥʢʨʝʪʥʦ ʩʲʙʠʪʠʝ, ʢʘʪʦ ʥʘʧʨʠʤʝʨ, ʧʦʣʫʯʘʚʘʥʝʪʦ ʥʘ 
ʩʲʦʙʱʝʥʠʷ ʦʪ ʜʨʫʛʠ ʧʨʦʟʦʨʮʠ ʠʣʠ ʫʚʝʜʦʤʷʚʘʥʝ ʟʘ ʢʣʠʢʚʘʥʠʷ ʥʘ ʤʠʰʢʘʪʘ. ɼʦʩʪʲʧʲʪ ʥʘ 
DOM ʧʨʝʜʦʩʪʘʚʷ ʩʢʨʠʧʪ, ʯʨʝʟ ʢʦʡʪʦ ʤʦʞʝ ʜʘ ʩʝ ʯʝʪʝ ʠʣʠ ʧʨʦʤʝʥʷ ʩʪʨʫʢʪʫʨʘʪʘ ʥʘ 
ʜʦʢʫʤʝʥʪʘ ʚ ʜʚʠʞʝʥʠʝ. 
 
ʋʝʙ-ʰʣʶʟʦʚʝ 
       ʊʨʘʜʠʮʠʦʥʥʘʪʘ ʟʘ ʠʥʬʦʨʤʘʮʠʦʥʥʘʪʘ ʩʠʛʫʨʥʦʩʪ Ăʟʘʱʠʪʘ ʚ ʜʲʣʙʦʯʠʥʘ" ʪʫʢ ʩʝ 
ʧʨʝʜʩʪʘʚʷ ʢʘʪʦ ʤʦʜʝʣ ʟʘ ʩʲʧʦʩʪʘʚʷʥʝ ʥʘ ʪʝʭʥʠʢʠ, ʨʘʟʧʦʣʦʞʝʥʠ ʚ ʤʨʝʞʘ ʠʣʠ ʭʦʩʪ-
ʙʘʟʠʨʘʥʠ ʩʠʩʪʝʤʠ. 
      ʊʝʟʠ ʪʝʭʥʦʣʦʛʠʠ ʧʨʝʜʩʪʘʚʣʷʚʘʪ ʧʨʦʜʲʣʞʘʚʘʱʠʪʝ ʫʩʠʣʠʷ ʟʘ ʧʦʜʦʙʨʷʚʘʥʝ ʥʘ  ʧʦʨʪ-
ʙʘʟʠʨʘʥʠʪʝ ʙʣʦʢʠʨʦʚʢʠ ʠ ʟʘ ʧʨʝʦʜʦʣʷʚʘʥʝ ʥʘ ʧʨʠʩʲʱʠʪʝ ʦʛʨʘʥʠʯʝʥʠʷ ʥʘ ʧʨʝʜʠʰʥʠʷ 
ʢʨʲʛ ʥʘ ʙʘʟʠʨʘʥʠʪʝ ʥʘ ʩʠʛʥʘʪʫʨʠ ʠʣʠ ʩʧʠʩʲʮʠ ʧʨʦʜʫʢʪʠ ʟʘ ʩʠʛʫʨʥʦʩʪ. ʇʦʜʭʦʜʲʪ ʥʘ ʫʝʙ-
ʰʣʶʟʦʚʝʪʝ ʥʝ ʝ ʧʦ-ʨʘʟʣʠʯʝʥ. ʂʘʢʪʦ ʥʘʧʘʜʘʪʝʣʠʪʝ ʧʦʨʤʝʥʷʪ ʪʘʢʪʠʢʠʪʝ, ʨʝʜʫʚʘʡʢʠ ʘʪʘʢʠ 
ʟʘ ʧʨʦʥʠʢʚʘʥʝ ʩ ʜʦʩʪʘʚʢʘ ʥʘ ʟʣʦʚʨʝʜʝʥ ʩʦʬʪʫʝʨ ʯʨʝʟ ʢʦʤʫʥʠʢʘʮʠʷ ʧʨʝʟ ʀʥʪʝʨʥʝʪ, 
ʦʨʛʘʥʠʟʘʮʠʠʪʝ ʪʨʷʙʚʘ ʜʘ ʟʘʩʠʣʷʪ ʢʦʥʪʨʦʣʘ ʩʠ ʥʘʜ ʫʝʙ-ʙʘʟʠʨʘʥʠʪʝ ʢʦʤʫʥʠʢʘʮʠʠ. 
        ɺ ʨʝʟʫʣʪʘʪ ʥʘ ʪʦʚʘ ʙʷʭʘ ʨʘʟʨʘʙʦʪʝʥʠ ʫʝʙ-ʰʣʶʟʦʚʝʪʝ. ʊʝʟʠ ʪʝʭʥʦʣʦʛʠʠ, ʢʘʢʪʦ ʠ 
ʥʷʢʦʠ ʨʘʟʨʘʙʦʪʝʥʠ ʧʨʝʜʠ ʪʷʭ, ʠʟʧʦʣʟʚʘʪ ʩʧʠʩʲʮʠ ʥʘ ʠʟʚʝʩʪʥʠ ʣʦʰʠ URL ʘʜʨʝʩʠ ʠ ʥʝ ʩʘ 
ʥʘʩʦʯʝʥʠ ʢʲʤ ʧʨʦʪʠʚʦʜʝʡʩʪʚʠʝ ʥʘ ʥʝʧʦʟʥʘʪʠ ʟʘʧʣʘʭʠ ʚ ʙʲʜʝʱʝʪʦ. ʊʝʟʠ, ʢʦʠʪʦ ʛʠ 
ʠʟʧʦʣʟʚʘʪʘ, ʪʨʷʙʚʘ ʜʘ ʩʝ ʙʘʟʠʨʘʪ ʥʘ ʚʲʟʤʦʞʥʦʩʪʠʪʝ ʟʘ ʧʨʝʚʝʥʮʠʷ ʥʘ ʩʲʙʠʪʠʷ, 
ʦʩʥʦʚʘʚʘʱʠ ʩʝ ʥʘ ʩʧʠʩʲʢ, ʪ.ʝ. ʧʨʝʜʦʪʚʨʘʪʷʚʘʥʝ ʥʘ ʧʨʝʜʘʚʘʥʝ ʥʘ ʫʝʙ ʜʘʥʥʠ ʠ ʫʝʙ 
ʩʘʡʪʦʚʝ, ʢʦʠʪʦ ʩʘ ʚʝʯʝ ʠʟʚʝʩʪʥʠ ʢʘʪʦ ʟʣʦʥʘʤʝʨʝʥʠ. 
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ʉʪʘʥʜʘʨʪʠ, ʩʚʲʨʟʘʥʠ ʩ ʋʝʙ-ʩʠʛʫʨʥʦʩʪʪʘ (4) 

        ɼʦʢʘʪʦ ʫʝʙ ʰʣʶʟʦʚʝʪʝ ʧʨʝʜʣʘʛʘʪ ʥʷʢʦʠ ʧʲʨʚʦʥʘʯʘʣʥʠ ʟʥʘʯʝʥʠʷ ʥʘ ʩʠʛʫʨʥʦʩʪʪʘ, 
ʥʘʧʘʜʘʪʝʣʠʪʝ ʤʦʛʘʪ ʜʘ ʧʨʝʦʨʠʝʥʪʠʨʘʪ ʩʚʦʷʪʘ ʪʘʢʪʠʢʘ. ʊʝ ʤʦʛʦʪ ʜʘ ʧʨʝʤʠʥʘʪ ʢʲʤ  
ʥʘʧʲʣʥʦ ʜʠʥʘʤʠʯʥʠ ʠ ʟʘʚʦʘʣʠʨʘʥʠ ʤʦʜʝʣʠ, ʢʘʢʪʦ ʥʘ ʘʪʘʢʘʪʘ, ʪʘʢʘ ʠ ʥʘ 
ʟʣʦʚʨʝʜʥʠʷ ʢʦʜ, ʢʦʠʪʦ ʧʨʘʚʷʪ ʩʧʠʩʲʮʠʪʝ ʥʘ ʟʣʦʥʘʤʝʨʝʥʠ ʫʝʙ ʩʘʡʪʦʚʝ ʦʩʪʘʨʝʣʠ. 
ʉʣʝʜʦʚʘʪʝʣʥʦ, ʪʦʯʥʦ ʢʦʛʘʪʦ ʫʝʙ ʰʣʶʟʦʚʝʪʝ ʙʷʭʘ ʟʘʧʦʯʥʘʣʠ ʜʘ ʙʲʜʝ ʰʠʨʦʢʦ 
ʧʨʠʝʤʘʥʠ, ʪʝ ʩʪʘʥʘʭʘ ʠʟʦʩʪʘʥʘʣʠ ʦʪ ʛʣʝʜʥʘ ʪʦʯʢʘ ʥʘ ʩʠʛʫʨʥʦʩʪʪʘ. ɺʲʧʨʝʢʠ ʯʝ ʪʝʟʠ 
ʪʝʭʥʦʣʦʛʠʠ ʚʩʝ ʦʱʝ ʠʤʘʪ ʧʦʣʝʟʥʦʩʪ ʧʨʠ ʧʨʠʣʘʛʘʥʝʪʦ ʥʘ ʥʷʢʦʠ ʧʦʣʠʪʠʢʠ, ʢʦʠʪʦ 
ʦʛʨʘʥʠʯʘʚʘʪ ʫʝʙ ʙʨʘʫʟʚʘʥʝʪʦ ʦʪ ʩʣʫʞʠʪʝʣʠʪʝ, ʢʦʛʘʪʦ ʩʪʘʚʘ ʜʫʤʘ ʟʘ ʙʦʨʙʘ ʩʨʝʱʫ 
ʩʲʚʨʝʤʝʥʥʠʪʝ ʘʪʘʢʠ, ʨʦʣʷʪʘ ʥʘ ʫʝʙ ʰʣʶʟʦʚʝʪʝ ʚ ʩʠʛʫʨʥʦʩʪʪʘ ʩʪʘʚʘ ʚʩʝ ʧʦ-
ʤʘʨʛʠʥʘʣʥʘ. ʉʲʱʦʪʦ ʝ ʚʷʨʥʦ ʠ ʟʘ ʘʥʪʠʚʠʨʫʩʥʠʷ ʩʦʬʪʫʝʨ ʠ ʜʨʫʛʠ ʪʝʭʥʦʣʦʛʠʠ, 
ʢʦʝʪʦ ʩʝ ʜʲʣʞʠ ʥʘ ʧʨʦʤʷʥʘ ʚ ʪʘʢʪʠʢʘʪʘ ʦʪ ʢʠʙʝʨ ʧʨʝʩʪʲʧʥʠʮʠʪʝ. 
 
ʇʨʦʝʢʪʲʪ Ăʆʪʚʦʨʝʥʦ ʧʨʠʣʦʞʝʥʠʝ ʟʘ ʫʝʙ ʩʠʛʫʨʥʦʩʪò (OWASP) ʝ ʦʪʚʦʨʝʥʘ ʦʙʱʥʦʩʪ, 
ʧʦʩʚʝʪʝʥʘ ʥʘ ʥʘʤʠʨʘʥʝʪʦ ʠ ʙʦʨʙʘʪʘ ʩʨʝʱʫ ʧʨʠʯʠʥʠʪʝ ʟʘ ʥʝʩʠʛʫʨʝʥ ʩʦʬʪʫʝʨ. 
ɺʩʠʯʢʠ OWASP ʠʥʩʪʨʫʤʝʥʪʠ, ʜʦʢʫʤʝʥʪʠ ʠ ʬʦʨʫʤʠ ʩʘ ʙʝʟʧʣʘʪʥʠ ʠ ʦʪʚʦʨʝʥʠ ʟʘ 
ʚʩʝʢʠ, ʢʦʡʪʦ ʩʝ ʠʥʪʝʨʝʩʫʚʘ ʦʪ ʧʦʜʦʙʨʷʚʘʥʝ ʥʘ ʩʠʛʫʨʥʦʩʪʪʘ ʥʘ ʧʨʠʣʦʞʝʥʠʷʪʘ. 
      ʆʙʠʯʘʡʥʘʪʘ ʘʨʭʠʪʝʢʪʫʨʘ ʝ ʝʜʠʥ ʧʨʦʩʪ ʣʠʥʝʝʥ ʧʨʦʮʝʩʫʘʣʝʥ ʩʢʨʠʧʪ. ʊʦʚʘ ʝ ʥʘʡ-
ʯʝʩʪʘʪʘ ʬʦʨʤʘ ʥʘ ʢʦʜʠʨʘʥʝ ʟʘ ASP, Cold Fusion ʠ ʥʘ PHP ʩʢʨʠʧʪʦʚʝ, ʥʦ ʨʷʜʢʦ (ʥʦ 
ʥʝ ʠ ʥʝʚʲʟʤʦʞʥʦ) ʟʘ ASP.NET ʠ J2EE ʧʨʠʣʦʞʝʥʠʷ. ʇʨʠʯʠʥʘʪʘ ʟʘ ʚʲʚʝʞʜʘʥʝ ʥʘ 
ʪʘʟʠ ʘʨʭʠʪʝʢʪʫʨʘ ʝ, ʯʝ ʝ ʣʝʩʥʦ ʜʘ ʩʝ ʥʘʧʠʰʝ ʠ ʤʘʣʢʦ ʫʤʝʥʠʷ ʩʘ ʥʝʦʙʭʦʜʠʤʠ ʟʘ 
ʧʦʜʜʲʨʞʘʥʝ ʥʘ ʢʦʜʘ. ɿʘ ʧʦ-ʤʘʣʢʠ ʧʨʠʣʦʞʝʥʠʷ ʨʘʟʭʦʜʠʪʝ ʟʘ ʧʨʝʤʠʥʘʚʘʥʝ ʢʲʤ ʧʦ-
ʤʘʱʘʙʠʨʫʝʤʘ ʘʨʭʠʪʝʢʪʫʨʘ ʥʠʢʦʛʘ ʥʷʤʘ ʜʘ ʙʲʜʘʪ ʚʲʟʩʪʘʥʦʚʝʥʠ ʧʦ ʚʨʝʤʝ ʥʘ 
ʠʟʧʲʣʥʝʥʠʝʪʦ ʠʤ. ʅʘʧʨʠʤʝʨ, ʘʢʦ ʩʘ ʥʝʦʙʭʦʜʠʤʠ ʪʨʠ ʩʝʜʤʠʮʠ ʥʘ ʨʘʟʨʘʙʦʪʯʠʢʘ, ʟʘ 
ʜʘ ʚʲʟʩʪʘʥʦʚʠ ʬʘʢʪʦʨʘ ʥʘ ʩʢʨʠʧʪʦʚʝʪʝ ʚ MVC ʧʦʜʭʦʜʘ, ʪʝʟʠ ʪʨʠ ʩʝʜʤʠʮʠ ʥʠʢʦʛʘ 
ʥʷʤʘ ʜʘ ʙʲʜʘʪ ʟʘʙʝʣʷʟʘʥʠ ʦʪ ʢʨʘʡʥʠʪʝ ʧʦʪʨʝʙʠʪʝʣʠ, ʧʦʣʫʯʠʣʠ ʪʦʚʘ ʧʦʜʦʙʨʝʥʠʝ. 
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ʉʪʘʥʜʘʨʪʠ, ʩʚʲʨʟʘʥʠ ʩ ʋʝʙ-ʩʠʛʫʨʥʦʩʪʪʘ (5) 

 
    ʂʦʛʘʪʦ ʧʨʠʣʦʞʝʥʠʷʪʘ ʩʪʘʚʘʪ ʧʦ-ʛʦʣʝʤʠ, ʩʪʘʚʘ ʚʩʝ ʧʦ-ʪʨʫʜʥʦ ʜʘ ʩʝ ʚʥʝʜʨʷʪ ʠ 
ʧʦʜʜʲʨʞʘʪ ʬʫʥʢʮʠʠ ʟʘ ʩʠʛʫʨʥʦʩʪ. ʀʟʧʦʣʟʚʘʥʝʪʦ ʥʘ ʤʘʱʘʙʠʨʫʝʤʠ 
ʘʨʭʠʪʝʢʪʫʨʠ ʥʘ ʧʨʠʣʦʞʝʥʠʷ ʩʝ ʧʨʝʚʨʲʱʘ ʧʦʚʝʯʝ ʚ ʥʝʦʙʭʦʜʠʤʦʩʪ, ʦʪʢʦʣʢʦʪʦ 
ʣʫʢʩ. ʂʦʛʘʪʦ ʜʘʜʝʥʦ ʧʨʠʣʦʞʝʥʠʝ ʩʝ ʥʫʞʜʘʝ ʦʪ ʧʦʚʝʯʝ ʦʪ ʪʨʠ ʪʘʙʣʠʮʠ ʚ ʙʘʟʘʪʘ 
ʜʘʥʥʠ ʠʣʠ ʩʝ ʧʨʝʜʩʪʘʚʷ ʩ ʧʦʚʝʯʝ ʦʪ ʧʨʠʙʣʠʟʠʪʝʣʥʦ 20 - 50 ʬʫʥʢʮʠʠ ʥʘ 
ʧʦʪʨʝʙʠʪʝʣʷ, ʪʦʚʘ ʝ ʘʙʩʦʣʶʪʥʦ ʥʘʣʦʞʠʪʝʣʥʦ. 
 

     ʉʢʘʣʠʨʫʝʤʘʪʘ ʘʨʭʠʪʝʢʪʫʨʘ ʯʝʩʪʦ ʩʝ ʨʘʟʜʝʣʷ ʧʦ ʨʝʜʦʚʝ ʠ ʘʢʦ ʩʝ ʠʟʧʦʣʟʚʘʪ 
ʤʦʜʝʣʠ ʟʘ ʜʠʟʘʡʥ, ʯʝʩʪʦ ʨʘʟʜʝʣʝʥʠ ʥʘ ʧʦʚʪʦʨʥʦ ʠʟʧʦʣʟʚʘʝʤʠ ʤʦʜʫʣʠ ʩʲʩ 
ʩʧʝʮʠʬʠʯʥʠ ʥʘʩʦʢʠ ʟʘ ʧʨʠʣʘʛʘʥʝ ʥʘ ʤʦʜʫʣʥʦʩʪ, ʠʟʠʩʢʚʘʥʠʷ ʟʘ ʠʥʪʝʨʬʝʡʩʘ ʠ 
ʟʘ ʦʙʝʢʪʥʦʩʪ ʥʘ ʧʦʚʪʦʨʥʘʪʘ ʫʧʦʪʨʝʙʘ. ʈʘʟʜʝʣʷʥʝʪʦ ʥʘ ʧʨʠʣʦʞʝʥʠʝʪʦ ʧʦ 
ʨʝʜʦʚʝ ʧʦʟʚʦʣʷʚʘ ʪʦ ʜʘ ʙʲʜʝ ʨʘʟʧʨʝʜʝʣʝʥʦ ʥʘ ʨʘʟʣʠʯʥʠ ʩʲʨʚʲʨʠ, ʢʘʪʦ ʧʦ 
ʪʦʟʠ ʥʘʯʠʥ ʩʝ ʧʦʜʦʙʨʷʚʘ ʩʢʘʣʠʨʫʝʤʦʩʪʪʘ ʥʘ ʧʨʠʣʦʞʝʥʠʝʪʦ ʟʘ ʩʤʝʪʢʘ ʥʘ 
ʥʝʛʦʚʘʪʘ ʩʣʦʞʥʦʩʪ. 
  

      ɽʜʥʘ ʦʪ ʥʘʡ-ʯʝʩʪʦ ʧʨʠʣʘʛʘʥʠʪʝ ʘʨʭʠʪʝʢʪʫʨʠ ʟʘ ʫʝʙ ʧʨʠʣʦʞʝʥʠʝ ʝ Model-
View-Controller (MVC). ɸʨʭʠʪʝʢʪʫʨʘʪʘ ʟʘ ʩʠʛʫʨʥʦʩʪ ʧʨʠʪʝʞʘʚʘ ʩʣʝʜʥʠʪʝ 
ʦʩʥʦʚʥʠ ʩʪʲʣʙʦʚʝ: ʧʨʠʣʦʞʝʥʠʝʪʦ ʪʨʷʙʚʘ ʜʘ ʦʩʠʛʫʨʠ ʢʦʥʪʨʦʣ ʟʘ ʟʘʱʠʪʘ ʥʘ 
ʧʦʚʝʨʠʪʝʣʥʦʩʪʪʘ ʥʘ ʠʥʬʦʨʤʘʮʠʷʪʘ, ʮʝʣʦʩʪʪʘ ʥʘ ʜʘʥʥʠʪʝ ʠ ʜʘ ʧʨʝʜʦʩʪʘʚʷ 
ʜʦʩʪʲʧ ʜʦ ʜʘʥʥʠʪʝ, ʢʦʛʘʪʦ ʪʦʚʘ ʩʝ ʠʟʠʩʢʚʘ (ʥʘʣʠʯʥʦʩʪ) ʠ ʩʘʤʦ ʥʘ 
ʦʧʨʘʚʦʤʦʱʝʥʠ ʧʦʣʟʚʘʪʝʣʠ. ɸʨʭʠʪʝʢʪʫʨʘ ʥʘ ʩʠʛʫʨʥʦʩʪ ʥʝ ʝ "markitecture", 
ʢʲʜʝʪʦ ʨʦʛ ʥʘ ʠʟʦʙʠʣʠʝ ʦʪ ʧʨʦʜʫʢʪʠ ʟʘ ʩʠʛʫʨʥʦʩʪ ʩʝ ʢʦʥʢʫʨʠʨʘʪ ʧʦʤʝʞʜʫ ʩʠ, 
ʘ ʚʥʠʤʘʪʝʣʥʦ ʦʙʤʠʩʣʝʥ ʥʘʙʦʨ ʦʪ ʬʫʥʢʮʠʠ, ʢʦʥʪʨʦʣ, ʙʝʟʦʧʘʩʥʠ ʧʨʦʮʝʩʠ ʠ 
ʩʲʩʪʦʷʥʠʝ ʟʘ ʩʠʛʫʨʥʦʩʪ ʧʦ ʧʦʜʨʘʟʙʠʨʘʥʝ. 
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ʍʠʧʝʨʪʝʢʩʪʦʚ ʤʦʜʝʣ ʦʪ ʥʦʚʦ ʧʦʢʦʣʝʥʠʝ  
     ɻʣʘʚʥʘʪʘ ʠʜʝʷ ʥʘ ʤʦʜʝʣʘ ʝ 
ʙʨʘʫʟʝʨʥʘʪʘ ʢʦʥʮʝʧʮʠʷʪʘ ʥʘ ʧʨʦʟʦʨʝʮ, 
ʩʲʜʲʨʞʘʱ  ʜʦʢʫʤʝʥʪ. ɺʠʟʫʘʣʥʦ ʩʝ 
ʧʦʷʚʷʚʘ ʦʱʝ ʝʜʠʥ ʧʨʦʟʦʨʝʮ ʥʘ 
ʙʨʘʫʟʲʨʘ, ʢʦʡʪʦ ʝ ʧʨʝʜʩʪʘʚʝʥ ʯʨʝʟ 
ʦʧʨʝʜʝʣʝʥ. ʇʨʝʟ ʪʦʟʠ ʧʨʦʟʦʨʝʮʘ ʫʝʙ 
ʩʪʨʘʥʠʮʠʪʝ ʠ ʩʢʨʠʧʪʦʚʝʪʝ ʧʦʣʫʯʘʚʘʪ 
ʜʦʩʪʲʧ ʜʦ ʚʲʪʨʝʰʥʠ ʩʚʦʡʩʪʚʘ (URL, 
ʥʘʚʠʛʘʮʠʷ ʠʩʪʦʨʠʷ ʠ ʪ.ʥ.), ʜʦ  
ʦʙʨʘʙʦʪʯʠʮʠʪʝ ʥʘ ʩʲʙʠʪʠʷ, ʜʦ 
ʜʦʢʫʤʝʥʪʠ ʠ ʤʥʦʛʦʙʨʦʡʥʠʪʝ ʢʣʠʝʥʪʩʢʠ 
ʦʨʠʝʥʪʠʨʘʥʠ API. 
 
 

ʇʨʦʟʦʨʝʮʲʪ ʤʦʞʝ ʜʘ ʩʲʜʲʨʞʘ 
ʤʥʦʞʝʩʪʚʦ ʜʦʢʫʤʝʥʪʠ (ʪ.ʝ. ʠʩʪʦʨʠʷʪʘ 
ʥʘ ʩʲʨʬʠʨʘʥʝʪʦ), ʥʦ ʩʘʤʦ ʝʜʠʥ ʦʪ ʪʝʟʠ 
ʜʦʢʫʤʝʥʪʠ ʤʦʞʝ ʜʘ ʙʲʜʝ ʘʢʪʠʚʝʥ ʚ 
ʜʘʜʝʥ ʤʦʤʝʥʪ. ʊʲʡ ʢʘʪʦ ʚʨʲʟʢʘʪʘ 
ʤʝʞʜʫ ʧʨʦʟʦʨʝʮ ʠ ʜʦʢʫʤʝʥʪ ʚ ʝʜʠʥ 
ʤʦʤʝʥʪ ʥʘ ʚʨʝʤʝʪʦ ʝ ʝʜʥʦʟʥʘʯʥʘ, ʥʠʝ 
ʥʝ ʜʝʣʠʤ ʧʨʦʟʦʨʝʮ ʠ ʜʦʢʫʤʝʥʪ, ʢʦʛʘʪʦ 
ʪʦʚʘ ʥʝ ʝ ʦʪ ʟʥʘʯʝʥʠʝ. 


